Gyakorlat #7_plusz.

1. Mennyire bizhatunk meg a Microsoft-ban, mint "az lgyfelei utdn nem kémkedg"
gyartdban és szolgdltatoban, akdr desktop akar szerver operaciés rendszer
hasznaloként?

Roviden: Semennyire.

2. Mit tehetlink sajat védelminkben Windows 7 illetve Windows 8.1 esetén?
Torllnlink kell a géplnkrél néhany olyan windows frissitést, ami rélunk (a
viselkedésiinkrdl, szokasainkrél, net hasznalatunkrol, stb.) készit statisztikat, és azt
el is juttatja a Microsoft-hoz. A torlést legegyszerlbben egy adminisztratori joggal
elinditott cmd ablakban végezhetjik el. (Az inditds moddjarél a kordbbi
gyakorlatokon mar volt szé...) Azért irtam, hogy tordlni kell, mert ezek valdszin(leg
mar a gépunkon vannak. A jovlre nézve pedig ugyelni kell arra, hogy a
késébbieknek ne telepilhessenek fel.

e KB2976978 (telemetry for Win8/8.1)

start /w wusa.exe /uninstall /kb:2976978 /quiet /norestart
e KB3075249 (telemetry for Win7/8.1)

start /w wusa.exe /uninstall /kb:3075249 /quiet /norestart
e KB3080149 (telemetry for Win7/8.1)

start /w wusa.exe /uninstall /kb:3080149 /quiet /norestart
e KB3021917 (telemetry for Win7)

start /w wusa.exe /uninstall /kb:3021917 /quiet /norestart
e KB3022345 (telemetry)

start /w wusa.exe /uninstall /kb:3022345 /quiet /norestart
e KB3068708 (telemetry)

start /w wusa.exe /uninstall /kb:3068708 /quiet /norestart
e KB3044374 (Get Windows 10 for Win8.1)

start /w wusa.exe /uninstall /kb:3044374 /quiet /norestart
e KB3035583 (Get Windows 10 for Win7sp1/8.1)

start /w wusa.exe /uninstall /kb:3035583 /quiet /norestart
e KB2990214 (Get Windows 10 for Win7 without sp1)

start /w wusa.exe /uninstall /kb:2990214 /quiet /norestart
e KB2990214 (Get Windows 10 for Win7)

start /w wusa.exe /uninstall /kb:2990214 /quiet /norestart
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e KB2952664 (Get Windows 10 assistant)
start /w wusa.exe /uninstall /kb:2952664 /quiet /norestart

e KB3075853 (update for "Windows Update" on Win8.1/Server 2012R2)
start /w wusa.exe /uninstall /kb:3075853 /quiet /norestart

e KB3065987 (update for "Windows Update" on Win7/Server 2008R2)
start /w wusa.exe /uninstall /kb:3065987 /quiet /norestart

e KB3050265 (update for "Windows Update" on Win7)
start /w wusa.exe /uninstall /kb:3050265 /quiet /norestart

e KB3075851 (update for "Windows Update" on Win7)
start /w wusa.exe /uninstall /kb:3075851 /quiet /norestart

e KB2902907 (description is not available)
start /w wusa.exe /uninstall /kb:2902907 /quiet /norestart

3. Mit tehetlink sajat védelmiinkben Windows 10 esetén?
A probléma Osszetettebb, hiszen mas a teendd telepités kozben (nyilvan tébben
csak ez utan dllnak neki a telepitésnek, vagy Ujratelepitésnek), illetve mas a mar
feltelepitett rendszer esetében.
o Telepités kdozben
A legfontosabb, hogy semmiképpen se hasznaljuk az "Express Settings"
opciot, illetve a "Customize Settings" alatt is gyakorlatilag mindent ki kell
kapcsolni.

Get going fast

Change these at any time. Select Use Express settings to:

Personalise your speech, typing and inking input by sending contacts and calendar details, along
with other associated input data to Microsoft. Let Microsoft use that info to improve the suggestion
and recognition platforms.

Let Windows and apps request your location, including location history, and use your advertising 1D
to personalise your experiences. Send Microsoft and trusted partners some location data to improve
location services.

Help protect yourself from malicious web content and use page prediction to improve reading,
speed up browsing and make your overall experience better in Windows browsers. Your browsing

data will be sent to Microsoft.

Automatically connect to suggested open hotspots and shared networks. Not all networks are
secure,

Send error and diagnostic information to Microsoft.

Use Express settings
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Customise settings

Browser and protection

Use SmartScreen online services to help protect against malicious content and downloads in sites
loaded by Windows browsers and Store apps.

Off B

Use page prediction to improve reading, speed up browsing, and make your overall experience
better in Windows browsers. Your browsing data will be sent to Microsoft,

off B

Connectivity and error reporting
Automatically connect to suggested open hotspots. Not all networks are secure,

off 2]

Automatically connect to networks shared by your contacts.
off 5]

Send error and diagnostic information to Microsoft.

off 5

Customise settings

Personalisation

Personalise speech, typing and inking inpu se C nd endar details, along
with other assox input data to Microsoft.
Off

Send typing and inking data to Microsoft to improve the recognition and suggestion platform.

Off B
Let apps use your advertising ID for experiences a

Off [ |

Location

Let Win 5 re cluding location history, and send Microsoft and
trusted partners some locat i ove location servi

Off B
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Célszerl csak helyi fiokot hasznalni Windows 10 alatt. Ezt Ugy tehetjik meg,
hogy a "Make it yours" képerny6 alatt a "Skip this step" opciét valasztjuk.

Make it yours

Your Microsoft account opens up a world of benefits. Sign in for your personalised experience. Learn
nore.

Forgotten my passwort

No account? Create one.

o Feltelepitett rendszer esetében
Mindent le kell tiltanunk a "Settings" alatt talalhaté "Privacy" beallitasaiban,
hacsak nincs valamire feltétlenl sziikséglink (én a teljes tiltast javaslom...).

¢ Settings - O X
€53 PRIVACY Find a setting
General
Some settings are managed by your organisation.
Location
Change privacy options
Camera
Let apps use my advertising ID for experiences across apps
Microphone (turning this off will reset your ID)

@ ) off

Turn on SmartScreen Filter to check web content (URLs) that
Windows Store apps use

Speech, inking & typing

Account info

@ off

Contacts

Calendar

Messaging Let websites provide locally relevant content by accessing my
language list

Radios Q On

Other devices Manage my Microsoft advertising and other personalisation info

Privacy Statement

Candivarl D. Aiannartins
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Settings

€53 PRIVACY

General

Camera

Microphone

Speech, inking & typing
Account info

Contacts

Calendar

Messaging

& Settings
32 PRIVACY
General
Location

Camera

Microphone

Account info
Contacts
Calendar
Messaging

Radios
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| acation

Find a setting el

Location for this device

rson who signs in to this device
on settings. If it's off, location is
n.

ff

When location services for this account are on, apps and
services you allow can request location and location history.

()

If an app is using your location, you'll see this icon: ©

Find a setting R

Getting to know you

This will turn off dictation and Cortana
and will clear info on your device that
Windows uses to make better

suggestions for you.

‘W your voice and writing to
‘Il collect info like contacts,
andwriting patterns, and

n and Cortana and clears

Manage cloud info

Go to Bing and manage personal info for all your devices

Learn more about speech, inking and typing settings

Privacy Statement



& Settings - B0 X
€32 PRIVACY | Find a setting 2
Microphone

Feedback frequency
Speech, inking & typing

Windows should ask for my feedback
Account info C NeveD < ]
Contacts
ity Diagnostic and usage data

Send your device data to Microsoft
Messaging

Basic) v I

Radios

This option controls the amount of Windows diagnostic and
Other devices usage data sent to Microsoft from your device.

Learn more about feedback & diagnostics settings
Background apps Privacy Statement

& Settings = x

0%  UPDATE & SECURITY Find a setting I
I .. oo
Wirlows Defender Mo updates are available. We'll continue to check daily for newer
updates.
Backup
P Check for updates
Activation Available updates will be downloaded and installed automatically,
For developers Advanced ogmns
< Settings
52 ADVANCED OPTIONS
Some settings are managed by your organisation.
Choose how updates are installed
[ Automatic (recommended) v I
Keep everything running smoothly. We'll restart your device
automatically when you're not using it. Updates won't download
over a metered connection (where charges may apply).
D Give me updates for other Microsoft products when | update
Windows.
D Defer upgrades
Learn more
View your update history
Choose how updates are delivered
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< Settings

¢33 CHOOSE HOW UPDATES ARE DELIVERED

Updates from more than one place

Download Windows updates and apps from other PCs in addition
to Microsoft. This can help speed up app and update downloads.
Learn more

When this is turned on, your PC may also send parts of previously
downloaded Windows updates and apps to PCs on your local
network or PCs on the Internet, depending on what's selected

below.

Get updates from Microsoft, and get updates from and send

updates to

PCs on my local network

PCs on my local network, and PCs on the Internet

€& Settings

¢35 UPDATE & SECURITY

Windows Update

Backup
Recovery
Activation

For developers
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| Find a setting

Real-time protection

This helps find and stop malware from installing or running on
your PC. You can turn this off temporarily, but if it's off for a while
we'll turn it back on automatically.

@ on

Cloud-based Protection

Get better, faster protection by sending Microsoft info about
potential security problems Windows Defender finds.

Privacy Statement

Sample submission

Help us make Windows Defender better by sending Microsoft
malware samples so we can learn about potential security
problems and catch them earlier.

Privacy Statement



Tovabbi teendbk a "Settings" - "Network & Internet" - "Wi-Fi" - "Manage
Wi-Fi Settings" beallitasnal.

& Settings - O %
€03 NETWORK & INTERNET Find a setting o
Wi-Fi - A

e

Airplane mode

[ata usage

VPN -

Dial-up -

Gl Advanced options

Proxy Manage Wi-Fi settings
Related settings
Change adapter options

< Settings

€53 MANAGE WI-FI SETTINGS

Wi-Fi Sense

Wi-Fi Sense connects you to suggested Wi-Fi hotspots and to Wi-Fi
networks that your contacts share with you. By using Wi-Fi Sense,
you agree that it can use your location.

Remember, not all Wi-Fi networks are secure.

Learn more

Connect to suggested open hotspots
@D
Connect to networks shared by my contacts

S5

Give and get Internet access without seeing shared passwords.
You'll get connected to Wi-Fi networks your contacts share, and
they'll get connected to networks you share.
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Tiltsuk le a CORTANA hangfelismer6t, valamint a "Search bar" keresési
opcidt. A "Settings" alatt tudjuk ezt megtenni, legegyszer(ibben a fogaskerék
ikon megnyomadsaval.

Settings

Cortana can give you suggestions, ideas,
reminders, alerts and more.

Search nnline and include web results

O

a8  Search Windows

A telemetriai adatok tovabbitasanak letiltdsa szintén egy adminisztratori
joggal elinditott cmd ablakban végezhetjik el legegyszer(ibben.
o sc delete DiagTrack
o sc delete dmwappushservice
> C:\ProgramData\Microsoft\Diagnosis\ETLLogs\AutoLogger\
AutolLogger-Diagtrack-Listener.etl
o regadd
"HKLM\SOFTWARE\Policies\Microsoft\Windows\DataCollection"/v

AllowTelemetry /t REG_DWORD /d 0 /f
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Kovetkez6 |épés az EDGE bongész6 beallitdsa. Megnyitas utan a "More
Actions" —> "Settings" - "View Advanced Settings" alatt végezzik el a
kovetkez6 bedllitdsokat.

New window

New InPrivate window

Send feedback

Settings

SETTINGS 42

Clear browsing data

Choose what to clear

Reading

Reading view style

Default W

Reading view font size

Medium

Advanced settings

View advanced settings
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I||
N
¢ 'a

« Advanced settings =

Privacy and services

Some features might save data on your device or send it
to Microsoft to improve your browsing experience.
Learn more

Offer to save passwords
@ off

Manage my saved passwords

Save form entries
@ off

Send Do Not Track requests

You must turn on system Cortana to enable this setting.

= =] X
= 7 O -
« Advanced settings =

You must turn on system Cortana to enable this setting.

Search in the address bar with

Bing (www.bing.com) v

Show search suggestions as | type

Cookies

Block only third-party cookies v

Let sites save protected media licences on my
device

@ off

Use page prediction to speed up browsing,
improve reading and make my overall experience
better

Help protect me from malicious sites and
downloads with SmartScreen Filter
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Utolsé Iépésként, amennyiben hasznalni kivanjuk a "Microsoft Account"-ot,
célszer( lokalis fiokka konvertalnunk azt a "Settings" - "Accounts" = "Your

Accounts" menulben a kovetkezé modon.

bt Settings B - =
E'?; ACCOUNTS Find a setting
Your account Is Leaked

L , Administrator
Sign-in options
Billing info, family settings, subscriptions, security settings

Work access and more

Manage my Microsoft account

Family & other users

,C~.-'|I" in with a local account insteag

Sync your settings

Mar csak annyi dolgunk maradt, hogy a szinkronizalast is kikapcsoljuk a
"Settings" = "Accounts" = " Sync your settings" menuiben.

Settings - m} X
03 ACCOUNTS Find a setting

Your account

Sync your settings
SIQN-RY OpIonS Sync Windows settings to other devices using

Work access

Family & other users

Sync settings
Sync your settings

Individual sync settings

4. Ezek utan "relative nagyobb bizalommal" hasznalhatjuk a Microsoft operdcios
rendszereit, de ne felejtsik el, hogy a jovébeli frissitések, javitdsok még okozhatnak

némi meglepetést...
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